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SAFER, SMARTER, GREENER

SUBSTATION AUTOMATION PROFILE
DEFINITION AND VERIFICATION

ENERGY

Lasting interoperability through customised communication profiles
Utilities face a challenge to implement substation automation systems based on open IEC 
standards like IEC 61850 and 60870-5. DNV GL is the first to offer a complete, independent audit 
of your automation and communications needs. This helps you define and verify communication 
profiles that focus on those parts of the standard relevant to your situation, providing a 
cost-effective path to lasting interoperability between equipment from multiple vendors. 

With the rise of smart grids comes more advanced substation 
equipment and greater automation. This in turn requires 
increasing levels of data transfer. However, the equipment 
market in this area is very diverse, so interoperability is essential. 
To facilitate this, bodies such as the IEC have defined 
international standards for equipment communication. But 
simply asking vendors to implement a certain standard doesn’t 
guarantee interoperability. Any extensions or modifications can 
lead to non-compliance and vendor-specific solutions that tie 
you into expensive maintenance / support contracts.

These problems can be alleviated by using custom profiles: 
subsets of the requirements within a standard that focus on the 
communication options that are common to your complete 
infrastructure. Drawing on our extensive practical experience, 
we offer wide-ranging expert support to help you define and 
validate custom profiles that ensure interoperability, streamline 
procurement and cut costs.
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Helping you from standard to profile
We offer a full range of services to help you define and verify 
the right custom profile for your needs. This includes full training 
on the relevant standards, backed up with hands-on support 
via workshops. In this way, we help you identify which specific 
requirements are applicable to your situation, and build a 
personalised communications profile. 

Your customised profile defines clear and unambiguous 
requirements for the equipment you need, helping you ensure 
compliance during vendor and equipment selection. 
Finally, you can call on our wide range of verification services 
such as validation of conformance and interoperability  
according to IEC 61850 and 60870-5.

Your partner in understanding standards around the world
Industry standards are essential for reliable communication 
for automation. Based on extensive practical experience, our 
experts can help you to grasp the benefits of open IEC 
communication standards. They will also show you how to 
understand the risks, and how to mitigate them. We are the 
first to offer this independent audit and fully aware of all the 
ins and outs of the various systems, all around the world.

Key benefits
n	 Interoperability between substation components
n	 Reduced costs
n	 Risk mitigation
n	 Vendor and supplier independence
n	 Better understanding of open IEC communication standards
n	 Streamlined tendering and procurement processes
n	 IEC standards conformance

MORE INFORMATION? 

For more information about how our substation automation 
profiles definition and verification services can help you, 
contact us by email: contact.energy@dnvgl.com or by telephone: 
+31 26 356 9111

ABOUT DNV GL

DNV GL
Driven by our purpose of safeguarding life, property and the 
environment, DNV GL enables organizations to advance the safety 
and sustainability of their business. Operating in more than 100 
countries, our 16,000 professionals are dedicated to helping our 
customers in the maritime, oil & gas, energy and other industries to 
make the world safer, smarter and greener.

In the energy industry
DNV GL delivers world-renowned testing and advisory services to 
the energy value chain including renewables and energy efficiency. 
Our expertise spans onshore and offshore wind power, solar, 
conventional generation, transmission and distribution, smart grids, 
and sustainable energy use, as well as energy markets and 
regulations. Our 2,500 energy experts support clients around the 
globe in delivering a safe, reliable, efficient, and sustainable energy 
supply.


