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IEC 60870-5 RTU Simulator

THE APPLICATION 
So, after an expensive difficult and time-consuming exercise 
you have updated or replaced your SCADA-EMS/DMS front 
end…. Where in the earlier days upgrades or replacements were 
released only every 10 – 15 years, nowadays the SCADA System 
users have to upgrade on a regular basis. 

Apart from that, the reliability of SCADA systems doesn’t need 
much explanation as the society is depending more and more on 
critical systems and infrastructures. Testing is an essential part of 
the SCADA-EMS/DMS replacement or update project.

The testing of a new or updated SCADA-EMS/DMS frontend 
used to imply that heavy and fragile hardware test RTUs had to 
be carried around or test engineers were needed on remote 
locations to support. To ease these testing efforts, DNV KEMA 

recently developed a flexible and one-off software application 
that helps you to test the communication interface and applica- 
tion of your upgraded, patched or new SCADA-EMS/DMS 
system. With the IEC 60870-5 RTU Simulator, DNV KEMA 
realizes a next step in SCADA-EMS/DMS testing.

Our new IEC 60870-5 RTU Simulator allows you to execute your 
custom defined tests in a very flexible way, without any of the 
disadvantages you were used to. 
Our IEC 60870-5 RTU Simulator being a software application 
implies the benefit that it can be updated to varying require-
ments or to the latest developments in the standard without any  
engineering or necessary purchasing of new hardware.  
 
The smooth and ergonomic Graphical User Interface puts the 
labor intensive manually changing of inputs far back in the past.

Ensuring reliability and availability for SCADA and 
EMS/DMS systems



FOR WHO? 
The independent character of DNV KEMA’s IEC 60870-5 RTU  
Simulator makes this new application a great step in efficiency 
and reliability in SCADA-EMS/DMS roll outs, updates or changes 
for utilities, technology providers in development processes or 
FAT/SAT testinig and system integrators.

Utilities 
The IEC 60870-5 RTU Simulator is a cost and time saver, raising 
quality and availability of the implementation under test.  
Next to the easy validation of SCADA-EMS/DMS parameteri-
zation, also the communication interfaces can be tested and 
verified.  
 
The IEC 60870-5 RTU Simulator is an ideal solution for utilities 
to use during upgrades, regression tests and back-up tests.

Technology providers in development processes or FAT/SAT 
testing 
Since the IEC 60870-5 RTU Simulator is based on our official 
conformance test tooling, it can be used as a validated and 
trusted IEC 60870-5 reference implementation to test against. 
The IEC 60870-5 RTU Simulator leads to cost and time saving 
in product development as well as time saving during testing of 
SCADA-EMS/DMS implementations. 
 
System integrators 
The IEC 60870-5 RTU Simulator helps to simulate customer 
RTUs versus customer SCADA, thus helping to ensure the  
project can be delivered in time and within budget and with the 
specified functionality.

It proves the customer that their final SCADA-EMS/DMS system 
will be able to work with certified RTU’s later on as the RTU 
Simulator works according to the standards.

 

EXAMPLES OF USE

FAT/SAT 
The IEC 60870-5 RTU Simulator is a flexible and easy to carry 
test solution, which can be executed on a standard laptop. 
It is an ideal solution to use during Factory/Site Acceptance Tests 
to validate the parameterization of the SCADA-EMS/DMS system 
being tested.

To reduce risks of interoperability issues, it is necessary to exactly 
match and simulate the utilities’ environment. This means 
that the IEC 60870-5 RTU Simulator needs to be configured 
according this specific requirements and implementation.  
To add value to this process, we have developed the IEC 60870-5 
RTU Simulator with ‘easy configuration’ in mind. 

 
 

Engineers 
The IEC 60870-5 RTU Simulator can be used by people having 
limited CS101/104 knowledge or experience. The smart, well-
designed user interface supports the user to understand the test 
results by using clear graphical indicators.  
Also configuration of the RTU Simulator is designed to be 
intuitive, fast and flexible.

DETAILED TECHNICAL FEATURES 
■ All major IEC 60870-5-101 & 104 functionality in one tool, 
 including: 
 - All IEC 60870-5-101 & 104 Slave operation modes 
 - Redundancy 
 - Most ASDU types implemented 
 - All possible sending modes implemented (cyclic,    
  spontaneous, background scan) 
■  Simulation of RTUs based on: 
 - CS101 Balanced Slave 
 - CS101 Unbalanced Slave 
 - CS104 Slave 
■  The RTU Simulator can be customized based on the different  
 settings allowed by the standard, thus answering the needs of   
 different customers and users.



■  Exchange of measured data (normalized values, scaled values  
 and short floating points) can be done with configurable   
 ranges 
■  Automatic setting the overflow bit is possible when the  
 overflow ranges are configured and automatic setting is  
 enabled 
■  IOA objects are configurable: 
 - Without timestamp, short timestamp or long timestamp based 
  on the applicability (refer to CS101 and CS104 companion 
  standards) 
 - Quality bits can be set easily 
■  Commands and set points possible without/with time tags and  
 without/with back-indications  
■  Redundant implementation with 2 serial ports for CS101, or   
 2 ports for CS104 on a single computer 

 
 

■  Event sending in two modes implemented 
 - One message per event (1-Mode) 
 - One message containing several IOA of the same ASDU type  
  (N-Mode) 
■  Burst data; change status of multiple points in one single   
 moment 
■  Time sync will use timestamps accordingly 
■  Invalid time simulation possibility forcing a new Time sync to 
 be sent by Master station 
■  Unstructured IOA and support for most IEC 60870-5-101/104 
  ASDUs 
■  Graphical indication of communication procedures and 
 detailed logging  
■  Designed and implemented by independent DNV KEMA   
 protocol experts  
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DNV KEMA IEC 60870 TESTING SOLUTIONS 
This new RTU Simulator seamlessly fits in the existing product 
family of IEC 60870-5 Testing Solutions DNV KEMA offers. 
These IEC 60870-5 solutions were designed by DNV KEMA to 
support you with all your IEC 60870-5 testing. These solutions 
are in use by satisfied customers worldwide and available in a 101, 
103 or 104 version.

Our website www.dnvkema.com/pctc keeps you up to date of 
our various protocol services, such as coaching and consultancy, 
independent third party testing, life cycle support, test solutions 
for IEC 60870-5-101, 102, 103 and 104, ELCOM, DNP3.0, IEC 
61850 (UCA2), TASE.2 (ICCP), DLMS, SML.
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ABOUT DNV KEMA ENERGY & SUSTAINABILITY
DNV KEMA Energy & Sustainability, with more than 2,300 experts in 
over 30 countries around the world, is committed to driving the global 
transition toward a safe, reliable, efficient, and clean energy future. 
With a heritage of nearly 150 years, we specialize in providing 
world-class, innovative solutions in the fields of business & technical 
consultancy, testing, inspections & certification, risk management, and 
verification. As an objective and impartial knowledge-based company, 
we advise and support organizations along the energy value chain: 
producers, suppliers & end-users of energy, equipment manufacturers, 
as well as government bodies, corporations and non-governmental 
organizations. 
DNV KEMA Energy & Sustainability is part of DNV, a global provider of 
services for managing risk with more than 10,000 employees in over 
100 countries. 
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